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Introduction

The DCOM setup is required for correct communication of OPC Server with local and remote OPC
clients.

Set-up is carried out using the dcomcnfg.exe program file, which you can find in the system folder, e.g.
\winnt\system32. This program can set up the properties of DCOM itself and of DCOM for OPC
Server, and also one property of OPC Server, which relates to hiding the network connection from
those who are trying to get local connection to OPC Server.

Under Windows XP operation system you can open DCOM program in the Start
menu/Settings/Control Panel/Administrative Tools/Component Services.

Tip: To start the DCOM program enter a command dcomcenfg to the command line and
confirm by the OK button.

Run @E|

= Type the name of a program, folder, document, ar
e Internet resource, and Windows will open it for you.

Open: | dcomenfg W
[ Ok ] I Cancel I [ Browse...
Note: Before the actual set-up, OPC Server has to be registered in the Registry of operation
system.

This section is a description of setting up DCOM either for a computer with OPC Server installed (Host
computer) and for a computer with OPC Client installed (Client computer). These are identical
machines in the case of local communication.

Further, the set—up description is divided for Windows XP, Windows NT 4.0/2000 and Windows 9x.

Note: DCOM and its configuration file (DCOMCNFG) have to be installed under
Windows 9x. You can carry out these installations from the installation CD of Merz
OPC Server or using appropriate files downloaded from the website of Kontron Czech
company (http://www.kontron-czech.com).

Warning: It is necessary to set exception for appropriate OPC Server and DCOM port
in the Windows Firewall under Windows XP Service Pack 2 !!!
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Host Computer DCOM Setup

Operation System Windows XP
Setting up DCOM Properties under Windows XP

1. In the Component Services dialog box click on the Component Services folder and unpack its
tree structure (Computers / My Computer / ...).

Right-click the My Computer folder and select Properties option.

Check the Enable Distributed COM on this computer in the Default Properties tab.
Set Default Authentication Level to None.

Set Default Impersonation Level to Impersonate.

Default Protocols MSDTC COM Security
General Options Default Properties

AR A

[¥ Enable Distibuted COM on this computer
[ Enable COM Intemet Services on this computer
Default Distrbuted COM Communication Properties
The Authentication Level specifies security at the packet level.

Default Authentication Level:

Nane ﬂ

The impersonation level specfies whether applications can detemine
whao ig calling them, and whether the application can do operations
using the client’s identity.

Default Impersonation Level:
|Impersonate ﬂ

Security for reference tracking can be provided if authertication is used
and that the default impersonation level is not anomymous.

-

[ oK ” Cancel ]

6. Set Default Access Permission in the COM Security tab. In the set—up dialog select the people
who will be authorized to use the services of all the COM servers on the particular computer (these
are all the COM servers in set—ups of which this property is not overwritten). The users you select
and set to Allow Access will be able to access a running COM server.

7. Set Default Launch Permission in the COM Security tab. In the set—up dialog select the people
who will be authorized to access all the COM servers on the particular computer (these are all the
COM servers in set—-ups of which this property is not overwritten). The users you select and set to
Allow Launch will be able to start the COM server.

8. Confirm your settings by the OK button.
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Setting up Enhanced DCOM Properties under Windows XP SP2

1. Configure "limits" on the Access Permission and Launch Permission using Edit Limits buttons
in the COM Security tab.

My Computer Properties

General Options Default Properties
Defautt Protocols MSDTC COM Security

Access Pemissions

You may edit who is allowed default access to applications. You may
also set limits on applications that detemine their own pemissions.

I Edit Limits... I

Launch and Activation Pemissions

You may edit who is allowed by default to launch applications or
activate objects. You may also set limits on applications that
determine their own pemissions.

| Edit Limits... I Edit Defautt...

[ 0K H Cancel l

2. Inthe Access Permission dialog allow Remote Access for user ANONYMOUS LOGON.

Access Permission

Securty Limits ]
Group or user names:

L #5 ANONYMOUS LOGO
!ﬁ Everyone

Add... | Bemove |
Pemissions for ANONYMOUS
LOGON Allow Deny
Local Access E
(F{ernote Access ]

QK | Cancel
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3. In the Launch Permission dialog allow Remote Launch and Remote Activation for user group
Everyone.

Launch Permission

Security Limits ]
Group or user names:
!ﬁ Administrators (MARTINAPXP\Administrators)
Ever)'one
Add... | Bemove |
Pemissions for Everyone Allow Dery
Local Launch E
(F{ernote Launch O
Local Activation E
(F{ernote Activation [¥]) E
ok | coneel |
Note: Since Everyone includes all authenticated users, it is often desirable to add these

permissions to a smaller subset of users. One suggested way to accomplish this is to
create a group named "OPC Users" and add all user accounts to this group that will
execute any OPC Server or OPC Client. Then substitute "OPC Users" everywhere
that Everyone appears in these configuration dialogs.
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Setting up DCOM for Merz OPC Server Properties under Windows XP
1. In the Component Services dialog box click on the Component Services folder and unpack its
tree structure (Computers / My Computer / DCOM Config /...).

2. In the DCOM Config folder select the Merz OPC Server option. Right-click it and select Properties
option.

@ File  Ackion Yiew ‘Window Help ‘ =121l
&= | BME| X E R e
[:l Console Rook DCOM Config
EI@ Component Services Mame | &pplication 1D ﬂ
E""%' émh'fl”tzrs X @ Media Player 100022601 -0000-0000-CO0A-0000na0;
I£I c?amrv?: :r eations @ Merz OPC AB DF1 Server {7EDST1C1-4BEC-1103-AEE2-00204FE
B a DEOM Csl‘plﬁg @Merz OPC ADAMSO0D Server {EFFOC332-9062-1103-8F3F-0020AFS
[:l Distributed Transackion C @Merz OPC Aspic Server {27EBCO60-C1AS-11d2-EBEE-0020AFS
(] Runining Processes 5 Merz OPC DDEToOPC Server {C10461871-FEDO-1 1 02-5CF6-00204FE
&[] Event Yiewer (L acal) @ Merz OPC GE Fanuc SNP-X Server  {DSBE96A4-344F-1103-A6C9-0020AFE
] i Merz OPC General Modbus & Jbus... {FS4FSF11-28A0-1103-A10B-00A0242
[ Services (Local)
@Merz OPC General Modbus & Jbus,., {4739EFC1-5BA9-1103-A253-00A0242
@Merz OPC KOYO DirectMel Server {7FF453582-4336-11D3-3AE1-0060977
@Merz OPC Lecom Server {EDSEC981-8C67-1103-8500-0060977
@Merz OPC Melsec Fr Server {AZFFEEES-1A59-11D3-A6A3-0020AFE
Mer A8 S5 Server \.I'iew i-1103-AZBE-00A0243
@Merz OPC SIMATIC AS 511 Server -11D2-8EED-00ADZ4:
@Merz OPC SIMATIC MPI Server -1102-8D44-0020AFE
@Merz OPC Simatic Bk 512 Server [-11D3-A67E-00A0242
@Messenger Private Object {AB10DE565-40E9-46 1 6-9540-9546565
@Microsoft access Application {7384C9C1-DASD-1100-986F-00A0C
@Micrusaﬂ: agent Server 2,0 {D45FDEFC-SC6E-1101-9EC 1-00C04FL
By Microsaft Clip Gallery 400021 230-0000-0000-C000-0000000( +
1] | RaNKl| | »

3. In the dialog Merz OPC Server Properties select Location tab and check the Run application on
this computer option.

4. If you want to overwrite the security setting common for the whole DCOM, use the Security dialog
for the server chosen, where you select Use Custom Access Permission or Use Custom
Launch Permission. The security properties are identical with those described in Setting up
DCOM properties under Windows XP.

5. In the Identity tab set the user from whose account it will be possible to start Merz OPC Server
(there is no relation to the setting of who can start and access Merz OPC Server). The Interactive
User or This User option can be chosen with Merz OPC Server. The difference is that if you use
the Interactive User option, you will not be able to operate Merz OPC Server if nobody has logged
on the computer on which it has to be started. The Launching User option is not applicable since
with this setting more than one Merz OPC Server installation are started for more than one user
and only the installation started as the first one has access to the unshared system tools (e.g. serial
interface).

6. Confirm your settings by the OK button.

Kontron Czech s. r. o.
U Sirotcince 353/7, 460 01 Liberec, Czech Republic
Tel. +420 485 100 272, +420 485 108 635-8 ® Fax +420 485 100 273 e www.kontron-czech.com e E-mail: sales@kontron-czech



Setting up Windows Firewall under Windows XP Service Pack 2

Windows Firewall protects your computer from unsolicited connection of other network or Internet
users. Since a network data communication between OPC Clients and OPC Servers is similar
connection, it is necessary to permit exception on the Host computer and allow to OPC Servers accept

"unsolicited communication".

1. Open the Start menu / Settings / Control Panel / Windows Firewall.
2. Keep selected (or select, if it is not default setting) option On (recommended) in the Windows
Firewall dialog on the General tab.

e - -
7 Windows Firewall

General | Exceptions Advanced |

Windows Firewall helps protect your computer by preventing unauthorized users
from gaining access to your computer through the Intemet or a networlc.

i

@

This setting blocks all outside sources from connecting to this
compiter, with the exception of those selected on the Exceptions tab.

[] Dent allow exceptions

Select this when you connect to public networks in less secure
locations, such as airports. You will not be notfied when Windows
Firewall blocks programs. Selections on the Exceptions tab will be
| ignored.

@ () Off {not recommended)

Awvoid using this setting. Tuming off Windows Firewall may make this
computer more vulnerable to viruses and intrudars.

Windows Firewall is using your domain settings.

What else should | know about Windows Firewall?

0K ] [ Cancel
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3. The list in the Exceptions tab includes programs and services with permitted exception for
communication through the firewall. To add Merz OPC Server press the Add Program button.

=1 1 .
= Windows Firewall

‘General | Exceptions |Advancecii

Windows Firewall is blocking incoming network connections, except forthe
programs and services selected below. Adding exceptions allows some programs
to work better but might increase your security risk.

Programs and Services:

Name

Filz and Printer Sharing
Messenger

Remote Assistance
Remote Desktop
UPnP Framework

[[ Add Program... ||| Add Por...

Display a notification when Windows Firewal blocks a program

What are the risks of allowing exceptions?

[ ok [ Cancel |

4. The Add a Program dialog includes a list of applications on the machine. Since this list show not
all of applications, it is necessary to browse for OPC Server using the Browse button.

Add a Program b_<|

To allow communications with a program by adding it to the Exceptions list,
select the program, or click Browse to search for one that is not listed.

Programs:

s | Acrobat Reader 5.0

][

o ActiveX, Control Test Container
@ Ad-aware &

5 AP| Text Viewer

%P@plicaﬁon Performance Explorer
154 fspic 3.06

154 fspic 3.30

@AspicCon

18 AspicLib

@'Aspicﬁep

@'A&picﬂep

W

Path: |C:\F‘roglam Hles\.ﬁdobe\ﬂm‘obmﬁ.ﬂ\ﬂeader\|“ Browss... ]]

==
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In the Browse dialog open folder, where Merz OPC Server was installed, and select the file name

5.
of OPC Server (for example: SaSBus.exe).

Browse
Lookin: | £ SAIA $-BUS v O F > @E-
T () Backup
4 2} [E]Saia
My Recent @DOC
Documents é‘jUNWISE.EXE
=
@ M 5a5EusCHa.exe
Desktop
My Documents
My Computer
_ File name: |SaSBus.exe hd | [ Open ]
My Network Files of type: |}‘pplic:ations [ exe;” com;icd) v | [ Cancel ]

In the Exceptions tab use the Add Port button to add TCP port 135, which is necessary for DCOM

communications.

6.

=1 1 .
= Windows Firewall

| Gemeral | Exceptions |.Advanced-i

Windows Firewall is blocking incoming network connections, except forthe
programs and services selected below. Adding exceptions allows some programs

to work better but might increase your security risk.

Programs and Services:

Name

Filz and Printer Sharing
Messenger

Remote Assistance
Remote Desktop
Sa5Bus.exe

UPnP Framework

Add Program...

Display a notification when Windows Firewal blocks a program

What are the risks of allowing exceptions?

0K | [ Cancel
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7. Inthe Add a Port dialog, fill out the fields as follows:
Name: DCOM

Port number: 135

Choose the TCP radio button

Add a Port 3

Use these settings to open a port through Windows Firewall. To find the port
number and protocol, consult the documentation for the program or service you
want to use.

Name: | DCOM |

Port number: | 135 |

®71cp O uop

What are the risks of opening a port?

o J (o ]

8. By this way are both necessary items - Merz OPC Server and DCOM port inserted into the list
of programs and services in the Exception tab.

f = =
# Windows Firewall

‘General | Exceptions |a’-\dvanced-i

Windows Firewall is blocking incoming network connections, except forthe
programs and services selected below. Adding exceptions allows some programs
to work better but might increase your security risk.

Programs and Services:

Name
\(MDcom
File and Printer Sharing
Messenger
Remote Assistance
Remote Desktop

SaSBus.exe

UPnP Framework

[ Add Program... | [ AddPor. |

Display a notffication when Windows Firewall blocks a program

What are the risks of allowing exceptions?

oK ][ Cancel
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Operation System Windows NT 4.0/2000

Setting up DCOM Properties under Windows NT 4.0/2000

Check the Enable Distributed COM on this computer in the Default Properties tab.
Set Default Authentication Level to None.

Set Default Impersonation Level to Impersonate.

Set Default Access Permission in the Default Security tab. In the set—up dialog select the
people who will be authorized to use the services of all the COM servers on the particular computer
(these are all the COM servers in set—ups of which this property is not overwritten). The users you
select and set to Allow Access will be able to access a running COM server.
5. Set Default Launch Permission in the Default Security tab. In the set—up dialog select the
people who will be authorized to access all the COM servers on the particular computer (these are
all the COM servers in set—ups of which this property is not overwritten). The users you select and
set to Allow Launch will be able to start the COM server.

PoODd~

Distnibuted COM Configuration Properbies

Appications  Diefsult Properties | Defaut Secuiy | Defaut Protocos |

¥ Enable Distibuted DOM on this computer
[ Enable COM Intesnet Services on this compuber

- Defaut Distribubed COM communication propeshies
The Authenbication Level specifies secunty at the packet |evel,
Delaul Aulhertication Level

The Impergonation Level specifies wheather applications can
determine who is caling them, and whether the spplication can do
opedations uzing the chent's identty.

Defaul Impersonation Lesvel:

[Imm?nwtc 3

™ Provide addiional secunty for raference tracking

0K | cowel | oob |

Setting up DCOM for Merz OPC Server Properties under Windows NT 4.0/2000

1. Select the Merz OPC Serverin Applications and click the Properties button.
2. Check the Run Application on this computer in Location.

3. If you want to overwrite the security setting common for the whole DCOM, use the Security dialog
for the server chosen, where you select Use Custom Access Permission or Use Custom
Launch Permission. The security properties are identical with those described in Setting up
DCOM properties under Windows NT 4.0/2000.

4. In the Identity tab set the user from whose account it will be possible to start Merz OPC Server
(there is no relation to the setting of who can start and access Merz OPC Server). The Interactive
User or This User option can be chosen with Merz OPC Server. The difference is that if you use
the Interactive User option, you will not be able to operate Merz OPC Server if nobody has logged
on the computer on which it has to be started. The Launching User option is not applicable since
with this setting more than one Merz OPC Server installation are started for more than one user
and only the installation started as the first one has access to the unshared system tools (e.g. serial
interface).
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Operation System Windows 9x

Setting up DCOM Properties under Windows 9x

Check the Enable Distributed COM on this computer in the Default Properties tab.
Set Default Authentication Level to None.
Set Default Impersonation Level to Impersonate.

Set Default Access Permission in the Default Security tab. In the set—up dialog select the
people who will be authorized to use the services of all the COM servers on the particular computer
(these are all the COM servers in set—ups of which this property is not overwritten). The users you
select and set to Grant Access will be able to access a running COM server on the network or
start (and access) a local COM server.

5. Check the Enable Remote Connection item in the Default Security tab.

rPoODd~

Setting up DCOM for Merz OPC Server Properties under Windows 9x

1. Select the Merz OPC Serverin Applications and click the Properties button.
2. Check the Run Application on this computer in Location.

3. If you want to overwrite the security setting common for the whole DCOM, use the Security tab for
the server chosen, where you select Use Custom Access Permissions. The security properties
are identical with those described in Setting up DCOM properties under Windows 9x.
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Client Computer DCOM Setup

Setting up DCOM under Windows 9x/NT 4.0/2000/XP

1. Check the Enable Distributed COM on this computer in the Default Properties tab.

2. Set the Default Authentication Level to None, if the OPC Client does not set this value by itself
within its initialization.

3. Set the Default Impersonation Level to Impersonate, if the OPC Client does not set this value by
itself within its initialization.

Setting up the Hidden Network Connection under Windows 9x/NT 4.0/2000/XP

1. Select the Merz OPC Serverin Applications and click the Properties button.

2. Check the Run Application on the following computer in the Location tab and select the
computer desired. This option results in the situation when the OPC Client, which is trying to start
Merz OPC Server locally, will actually start it on the remote computer selected without having to
know so. Then all the DCOM for Merz OPC Server settings have to be done on the remote
computer selected.
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